INTRODUCTION
The work of every person in the economy and noneconomy is more and more focused into overall accessibility and interconnection of pieces of information in this information age. Information systems are due to continuous progression part of business systems and the base of each organizational structure, fundamental support component, without which modern societies cannot achieve the set goals. Information Systems Management is associated with the permanent risk of intrusions in IS, damage or theft of information or even the destruction of entire IT systems. The moment of connection to the internet connects us with the dark traps. [1] At the proper management of information, systems in conjunction with an appropriate risk management can achieve a low level of risk, which means the minimum probability of intrusion into the system and the minimum possible consequences of this intrusion. The safety and security of the information system is the aim of any business. To ensure the security of information systems (IS) in the workplace involves many steps that a company must adopt and carry out. The support system of the organization is necessary to secure for continuity and performance. In addition, to provide security through technological steps to prevent intrusion and abuse, it is necessary to pay more attention to the vulnerabilities and threats caused by employees of users. Information system security is the ability of an information system that under certain conditions satisfactory performs the required functions without unwanted consequences. The information system is the basis of every organizational structure in the current digital age. Today, the important strategic resources of each organization are knowledge, intellectual capital and information resources. Information security means protecting information against unauthorized disclosure, transfer, modification or destruction, regardless of whether an event is random or intentional. The introduction of information security in accordance with ISO/IEC 27001:2013 provides a comprehensive approach to information security. In accordance with the standard company security policy, other precautions and further procedures and rules, that employees should follow, are formed. [5] Security in larger organizations is ensured by a systematic approach. As the threats to the security confidentiality, availability and integrity of the property of the information system are increasing, the introduction SISM (System for Information Security Management) is required in organizations. The pretentiousness of introducing the project of the SISM in the company depends on the size, structure, needs, objectives and safety requirements of the company. The system provides greater security to the company, which is associated with well-defined security policy and knowledge of policies on the use of information systems. The company must take appropriate steps to protect its information system to ensure smooth operation and to prevent damage that would arise from the loss or misuse of information. In order to introduce adequate protection and security it must be aware of the threat
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and the potential harm to the system. We often talk about the vulnerability of IS faced by the company. That is why the most important objective of the establishment of preventive steps is to protect against the threats to information systems and actions that may threaten vulnerable information system. Following the risk assessment, the company may also pay measures for reducing risks and increasing safety and security of IS. It is important to determine what are the methods and tools for individual organizations to protect against intrusion by unauthorized users and consequential loss or misuse of data.
INFORMATION SYSTEM The Vulnerability of IS
The vulnerability of information system is any shortcoming of the information system, which a certain threat can misuse. It is the result of poor information system security against the threat or an activity of an attacker. The vulnerability itself does not cause harm; it is merely a state or series of states, which allows influence of the information system. Threats can take advantage of the vulnerability of the system and cause damage to the IS. [3] Vulnerabilities of different IS may vary; they can be affected by their environment and by the way of use. There are [3] :
• Physical vulnerability, the ISs are exposed to physical interference or attack on the whole system or its individual parts, such as theft, damage, etc.
• Vulnerability because of natural disasters; natural disasters (fire, earthquake, flood, etc.) are unpredictable events that may cause failure, malfunction or limited operation of IS.
• Vulnerability of hardware and software; the development, new technology, lack of time for testing, manufacturing defects result in poor protection and the possibility of intrusion into the system. • Vulnerability of media for storing information; different media are exposed to various risks that may cause data loss or disclosure.
• Vulnerability of electromagnetic radiation; electronic equipment and components emit electrical signals or they cause electromagnetic radiation (hereinafter EMS), in space that can transmit sensitive information, such as confidential information, trade secrets, personal data, etc. Information which is spread in space in the form of EMS, is possible to be intercepted.
• Vulnerability of electronic communication; email, conversations over internet protocol (VOIP -voice over IP) and rapid forms of textual communication allow the interception and eavesdropping.
• Human vulnerability involves vulnerability caused by the user or administrator of IS or a person.
Researches of the majority of attacks and abuses showed that a person is the main for the success of an attack, since the attacker generally does not need to exploit the vulnerabilities of technologies.
Treats to IS
A treat to a company's information system represents everything that can, intentionally or unintentionally, abuse of the vulnerability of IS and cause damage. There are several ways of distribution of threats. Threats can be divided into two groups [3] :
• Threats, which are the result of the geographical scope of the activity of a company and the used technologies and • Threats, which are the source of human activity and the way of use of IS.
Successful mastery of threats at natural disasters presents a great challenge for professional service. This part of the threat is the biggest unknown for the preparation of possible steps and solutions to reduce threats. Natural disasters are unpredictable, so the magnitude cannot be predicted. A company can organize its operations in accordance with the recommendations of various professional institutes or agencies that deal with natural disasters, but the results of the measures taken for the success or failure can usually only be proved at an unpredictable event. It is therefore important that the company includes a threat assessment plan in case of an emergency (if it has any) and steps that will be implemented in connection with the IS in emergency. To decide whether a company will establish an alternative location in another city or even in another country (e.g. outside the seismic zone) and what steps will be taken to reduce these types of threats are the responsibility of the owner or manager. We can expect easier and faster control action in relation to technological threats. All the companies that use modern technological devices are now facing these treats. With appropriate planning and use of appropriate security technologies such threats are under control. These threats are not dependent on the method of work of employees and the use of IS. [3] Human threats to the IS in the company are more frequent than the threat of natural disasters. They are divided into external and internal. The involvement of IT professionals, employees and management to successful defend against these threats require. The external threats are associated with intentional threat of attacks on the IS. The purpose of these attacks is to gain unauthorized access or control over information or simply to cause damage to the company resulting from the reduction in performance or inability to complete the operation of IS. These threats can be physical (unauthorized physical intervention) or virtual (e.g. malicious code, fishing, etc. 
Types of treats
We can classify threats as to the ways of compromising the IS: Different forms of specific attacks, among which viruses Trojan horses, spyware and various application software that can be attributed to three characteristics: self-reproduction, population growth and free-riding may be included, represent a malicious program. [1] Intentional abuses by the employees represent a form of threats that are difficult to be controlled. They particularly outstanding in poor economic conditions and high unemployment rate, which is present in today. Employees may exploit their status position in the company due to different personal interests, such as revenge, proceeds, etc. Abuses are divided into three groups [3] : IT sabotage intellectual property theft and deception. This leads to loss of confidential information and intellectual property, reduce data integrity, disclosure of personal / private information, damage to or destruction of key IS, unavailability of communications and the inability of implementing sales activities. Incautious and poorly educated employees cause careless handling of passwords, opening of unexpected attachments in e-mail, ignoring the dangers of wireless networks and mobile devices, naive answers to a seemingly trivial issues (social engineering), loss or theft of laptops (poor preservation), the reduction of the attention in the implementation of physical security in the workplace and protection of the company's assets. Failure to comply and failure to implement security policy is the result of inappropriate management.
The purpose and goal of the research
The purpose of this work is to fully present the scope of information security; and with the method of theoretical research, which includes the collection and review of existing literature, articles and skills to present the threat of information system vulnerabilities of information systems and measures for the protection of IS. We would like to find the meaning and the influence of the series of standards ISO / IEC 27000 on the safe management of IS. Searching of the preventive steps to protect against threats to information systems focus primarily on finding steps of good governance with IS to reduce vulnerabilities and threats to information systems, thereby decreasing the potential damage. You could call management information system with minimal risk or short management (management) risks in information systems. The method of surveying all users of certified standards series ISO/IEC 27000 and randomly selected users without IT certificate will try to determine the differences in quality management and IT security. We assert that it IS safer considering the series of standards ISO/IEC 27000.
METHODS
This method is analytical and experimental. We will analyse the well-known experience described in various sources, based on the facts described in various articles and we created a synthetic argument about the role and the importance of risk management in the information system. The survey was used to test the differences in the risk management system in the field of IS and confirmed the hypothesis about the positive effects of implementation ISMS (information security management system) the level of safety of the system.
RESULTS

Steps to IT security
Setting up the system is interference in a company that has organizational and financial implications. The senior management support is needed to establish a system. No project or initiative can succeed without financial sources and engagement of the employees, which requires the involvement of the top management. At the same time the consent or at least understanding of the majority of the members of the management teams required. We can gain support, understanding and consent primarily by demonstrating benefits for both the organization and the staff of the organization (achieving compliance with all the established safety requirements, improve market position, reduce costs, optimize business processes). The establishment of a system must aim to achieve the level of information security, which can be determined in clear, understandable and measurable units. These units must reflect the amount of benefits for the company and for the employees. Implementation of information security requires:
• Time for implementation of the project, information security, • Integration of a number of staff from the organization • A number of changes in working procedures, responsibilities and technologies, • Otherwise, dispose of human resources. Appropriate frameworks for the implementation are the standard ISO/IEC 27001: 2013 and its family members. ISO/IEC 27001 is the leading international standard for SAFETY ENGINEERING -INŽENJERSTVO ZAŠTITE information security management. It is not a technical standard, so it does not describe technical details of MSSI (management system for safety information). It does not focus only on information technology but also on other important goods in the organization, such as personnel, facilities, documentation and exchange of information. It also focuses on all business processes and business amenities. It defines the business rules that reduce the risk in information flow [5] . The standard gives:
• Best framework for compliance with the laws of information safety, • Better appearance of organization because of the obtained certificate, • Lower costs avoided due to safety incidents, • Optimized operating procedures of the organization. As already mentioned, the standard is designed for developing systematic management of IS, which manages the risks that arise in the process of functioning of the system. Similar to the introduction of quality control under ISO 9001, the use of ISO/IEC 27000 also has to be carried out in several steps: Planning MSSI:
• Policy and goals • Corrective actions • Preventive activities Training and building a culture of safety usually require new skills (to design a program for the entire organization, implement the program in parallel with the implementation, and implement the program as a continuous business process). Continuous monitoring of the activities, measurement, testing, inspection and improvement is performed. [7] Results of the survey As to these two institutions, 46 companies in Slovenia currently certified standard ISO/IEC 27001: 2005. The survey covered 31 companies, representing 67% of the total. Four-fifths of firms associated the quality of governance (the ISO 9001 certificate) with IT security. Introducing the certificate we can divide the companies into two groups: micro and small enterprises (up to 50 employees) and medium and large enterprises (50 or more employees). The relationship between the size and the price is not linear (R 2 = 0.2283). Since the establishment of information security management system is an extensive process, most companies require a year or longer to set up this system. Of course, most likely the length of time of setting up a system is influenced by certain factors such as the size of the company, the manner of execution of the project (external consultants or without one), complexity, activities, etc. The time of setting up in large companies is longer, due to internal procedures and greater coordination. The result of the analysis of the questionnaire confirmed the expectations that companies with the implementation of ISO/IEC 27001: 2005 reduce the number of incidents. Two thirds of the examinees (63%) link the introduction of MSSI to reducing of the incidents in IS. 77% of the respondents is confident that with the introduction of MSSI they reduced the risk of incidents in the IS. It is associated with the periodic implementation of the risk assessment. When asking the companies that do not have MSSI we can conclude that they provide security systems with conventional systems of protection (firewall, antivirus, document protection of trade secrets). They believe that they have the information security policy. It was discovered that most of them do not inform their employees about threats for IS, they do not encrypt personal data in the e-mail. 
CONCLUSION
The problem of information safety is slowly gaining interest in the management of the organization. This awareness is particularly important because information safety is a managerial activity that in addition to financial resources also provides knowledge management, the right people and proper management policy. The relevant standards help systematic regulating this field. In some areas, more efforts need to achieve full compliance with the standard. This is particularly true for the recording, valuation of assets, the establishment, and regular checking of documents. Strict safety regulations are not always the solution, because the tighter security steps the security is larger, but the working process can be more difficult at such a tightening. A limit among the regulations, common sense and technological solutions is necessary. Considering all of this, it is necessary to be aware that there is no absolute safety and it is necessary to constantly check the introducing and the results of the introduced control. Usually a relatively expensive project does not have direct visual effects, so projects do not receive much attention. Exceptions are those organizations that have to certify themselves so that they are able to perform their activity. Obtaining a certificate of compliance with the standard is usually not cheap. It should be noted the cost of external consultants, the cost auditor and the audit, as well as spending time of the employees who should be involved in all phases of the project. Depending on the size of the organization and the maturity of processes such projects can last for a year or more, which of course eventually applied quite a man / months, put in by the colleagues. An organization that obtains a certificate of compliance with one of the family of ISO/IEC 27000 shows the outside world to carry out their activities in a manner that ensures the security of data and information provided by stores and processes. The reference of reasonableness and economic merits of introducing family certificate ISO / EIC 27000 is the introduction of ISO 9001 quality certificate, which also demonstrated economic results. He has participated in two international research, funded by the PHARE project, and two studies financed by the Ministry of Defense of the Republic of Slovenia. As the author of five published articles in major scientific journals worldwide, participated in three major international conferences and more conferences to international participation. Wrote university textbooks and a reviewer of several books, monographs and articles published in international journals. For more than ten years, he was Head of the Department of Occupational Health.
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